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Al MATURITY

Business Opportunity - Emerging Risk

OPPORTUNITY

Revenue & efficiency gains at each maturity stage Security & compliance threats that scale with Al
adoption

CUSTOMER CONFIDENTIAL
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01 Chat &
Meta-Prompting

The organization starts using Al. Nobody has
approved what, or where the data goes.

Claude - ChatGPT - Microsoft 365 Copilot - Gemini
- Grok - Llama

DeepSeek - Qwen - Kimi - GLM
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OPPORTUNITY

Rapid Productivity & Upskilling
¢ Material productivity gains across drafting, research and analysis

in every knowledge-worker role

® Frontier models have converged on capability, so model choice is
now a cost and routing decision, not a capability bet

® A multi-model strategy de-risks single-vendor dependency and
price shocks

¢ Frontline experimentation surfaces the use cases that justify
every higher rung on this ladder

1 ChatGPT Computer History: learn.chatgpt.com/docs/customization/computer-history

Shadow Al & Data Sovereignty

Sensitive data pasted into consumer chat apps with no DLP
coverage and no tenant boundary

Foreign-origin models (DeepSeek, Qwen, Kimi, GLM) raise data
residency and sovereignty exposure

Hallucinated output drives real decisions with no audit trail and no
source attribution

HIPAA, SOC 2, CMMC and DFARS gaps created by
unsanctioned tools nobody approved

ChatGPT Computer History records clicks and keystrokes;
unencrypted files echo Microsoft Recall’s backlash®

Claude now watermarks all output worldwide; Article 50
disclosure duty falls on you, not Anthropic®

2 How Claude marks Al-generated content: support.claude.com/en/articles/16266773-how-claude-marks-ai-generated-content



02 Workflow
Automation

Al stops answering and starts doing. Actions now run
on a schedule, unattended.

Power Automate - Copilot Studio agent flows -
Azure Logic Apps - n8n - Zapier Agents - Make
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Operations Automation at Scale

® Alert enrichment, triage and runbook execution without adding
headcount

® Analyst and administrator toil falls; attention shifts to judgment
work

® Cross-system orchestration with no custom code and no
development cycle

¢ Automation and agents have merged; every major platform
now ships native agent steps as standard

Automation Blind Spots & OAuth
Sprawl

Connectors and flows abused for lateral movement and quiet
data exfiltration

OAuth consent attacks that ride legitimate automation
platforms

SaaS-to-Saa$S connections that bypass tenant controls entirely

Over-privileged service accounts living inside long-running
flows nobody reviews



03 Agentic Coding

OPPORTUNITY

Developer Velocity & Delivery

Al writes the software. Your codebase becomes
partly machine-authored.

Claude Code - OpenAl Codex - GitHub Copilot
agent mode - Cursor - Windsurf - Devin - Grok CLI -
Amazon Q Developer - Replit - Lovable
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Speed

Substantial reduction in feature delivery cycle time across the
engineering organization

Automated code review, refactoring and documentation as a
standing capability

Non-developers building functional internal tools without a
backlog request

The harness now matters more than the model; tooling and
guardrails are the real differentiator

Supply Chain & Code Security

Al-suggested insecure code reaching production without
human review

Hard-coded secrets and tokens committed into Al-generated
repositories

Dependency poisoning and typosquatting introduced through
Al package suggestions

Independent 2026 testing found most coding agents broke
working code during CI runs

Vibe-coded applications deployed entirely outside change
control



04 Desktop Al
Agents

The agent gets an identity and your permissions. It
acts as you, inside your tenant.

Microsoft 365 Copilot agents - Microsoft Agent 365
- Claude Cowork - Gemini agent - Amazon Nova
Act - UI-TARS
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Autonomous Business Workflows

¢ Emalil, calendar and document work delegated at the user and
tenant level

¢ Cross-application task execution inside sanctioned, licensed
environments

¢ Agent identity is now a first-class enterprise control, not a
workaround

® Non-developer automation that inherits the user's existing
permissions and policy

Agent ldentity & Business Email
Compromise

Over-permissioned agents inheriting the full data access of the
user they act for

Business email compromise and impersonation through
Al-delegated mail actions

Data exfiltration through autonomous outputs, shared links and
generated files

Computer-use agents act on whatever is on screen, so a
mis-targeted action is a real incident

Non-human identities multiplying faster than the
joiner-mover-leaver process can track



05 Autonomous
Personal Agents

You run the agents yourself. Persistent, background,
connected to everything.

MCP servers - Claude Agent SDK - OpenAl Agents
SDK - Microsoft Agent Framework - Hermes Agent
(Python) - LangGraph - CrewAl - Google ADK

OpenClaw, the original (TypeScript / Node.js)
Nanobot (Python)

ZeroClaw (Rust)

NemoClaw (NVIDIA, Python)

PicoClaw (Go)

NanoClaw (Docker)

Microsoft Scout (.NET, GitHub, cloud back-end)
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A 24/7 Al Workforce

® Multi-agent orchestration across long-running, multi-step
business processes

® Persistent background execution that survives the workday
and the workstation

® MCP has become the de facto standard for connecting agents
to tools and data

¢ Full automation of processes that previously needed a person
at every step

® Microsoft Scout wraps OpenClaw in Windows containers,
Entra ID and Intune governance®

Prompt Injection & Agent
Backdoors

Indirect prompt injection delivered through email, web pages
and documents (OWASP ASIO1)

Credential, API key and OAuth token harvesting by agents with
broad tool access

Shadow agent deployments running unmonitored on corporate
endpoints

Malicious skill, plugin and MCP-server supply-chain poisoning

Memory poisoning and goal hijack that persist silently across
sessions

3 Microsoft Scout is in early access preview and requires a Microsoft 365 Copilot / E7-style seat plus a GitHub Copilot Business or Enterprise licence (whose usage credits cover the model calls). Additional Copilot

Credits may apply for certain agentic work.



06 Locally Hosted
LLM

The model runs on your hardware. Nothing leaves,

and nothing is logged.

LM Studio - vLLM - Ollama - SGLang -
TensorRT-LLM - NVIDIA DGX Spark
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Own the Pipeline, Not the Meter
® Fixed hardware CAPEX replaces runaway token OPEX on
high-volume production workloads

® Zero marginal cost per token: unlimited agents, ClI runs, no rate
limits
® No vendor guardrails blocking legitimate pen testing, malware

analysis or clinical data

® Hugging Face repelled an agentic attack with local GLM after
frontier models refused

® Weights you own keep running through sanctions, deprecation or
cross-border network blocks

® Raw output with no provider watermark altering token distribution or
synthetic training data

® Data never leaves hardware you control; fine-tune small open
models on internal knowledge

Local Shadow Al & Invisible
Endpoints

Prompts never touch the network, so the SOC loses all inference
visibility

Uncensored weights strip guardrails, enabling phishing and exploit
generation with no trigger

Poisoned weights, pickles and extensions execute code; local
HTTP ports sit exposed

Shadow RAG indexes HR files, Pll and financials into unmanaged
local vector stores

Quantized models hallucinate more; unvalidated output reaches
contracts, code and hiring

Non-commercial and copyleft model licences contaminate
proprietary code and breach client NDAs

Plain-text prompt history, no audit trail: GDPR, HIPAA and EU Al
Act exposure



07 Cloud-Hosted
Agentic
Compute

Someone else runs the agents. Your data leaves the
tenant to get work done.

Microsoft Foundry - AWS Bedrock AgentCore

OpenAl Operator - Devin - Genspark - Perplexity
Labs - Gemini Agent & Jules - Grok Bot*

Manus
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Digital Workers Without DevOps

® Business teams deploy autonomous agents with no infrastructure
to stand up or maintain

® Faster pilot-to-production for research, operations and back-office
work

® A far lower barrier to entry than self-hosted agent stacks

¢ Foundry and AgentCore keep execution inside your own
subscription, identity and logging

4 Grok Bot (xAl, beta August 2026): x.ai/news/introducing-grok-bot

Third-Party Execution & Data
Exposure

Vendor-hosted agents reaching into browser sessions,
documents and SaaS applications

Opaque data routing, retention and subprocessor chains create
governance gaps

Unmanaged OAuth grants and autonomous web actions expand
the attack surface

Limited auditability and forensic recovery compared with anything
in your tenant

Grok Bot shares one cloud VM across all your bots: cookies,
logins and credentials are common

Optional local-machine bridges let a cloud agent reach back onto
the endpoint



08 Multi-Agent
Organizations

Agents hire agents. Work crosses company
boundaries with no human in the loop.

A2A protocol (150+ organizations) - Microsoft
Agent 365 + Entra Agent ID - Google ADK &
Agentspace - Salesforce Agentforce - AWS
Bedrock AgentCore - ServiceNow, SAP and
Workday agent fabrics
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Agents That Manage Other Agents

¢ Agents on different vendors' stacks discover, delegate to and
pay each other across company boundaries

® Agent workforces acquire org charts, budgets and managers
instead of existing as one-off bots

¢ Standardized agent identity makes an agent an auditable
employee, not an anonymous script

¢ Early-mover advantage in agent-mediated procurement,
support and B2B transactions

EMERGING - EARLY 2026

Cross-Vendor Trust &
Accountability Gaps

An agent you do not own, cannot see and did not configure
acts on your data

Rogue-agent propagation and cascading failure across a
federated agent network

Accountability gap: liability for an agent that transacts wrongly
is unsettled in law and contract

Non-human identity sprawl into the thousands, most of it
ungoverned and unattested

No mature audit or evidentiary standard yet exists for
agent-to-agent transactions



How Patriot helps with Al Governance

Reducing the risk at every level of the Al maturity ladder

Al GOVERNANCE

Ongoing Policy, Standards & Oversight

AlIShield365

Start here: https://aishield365.ai

A 10-minute survey to establish your desired
Al governance and receive a custom quote
for how we can help.

Al POSTURE AUDIT

Shadow Al, DLP & Agent Identity

SecureShield365

Microsoft 365 security audit across 1,000+
controls, plus Al governance assessment,
DLP review, Copilot readiness and agent
identity posture.

Get a quote for Al Risk or Al Governance here:

Contact Patriot Consulting Technology Group to schedule your assessment.

AGENT THREAT
DETECTION

24/7 Managed Response

MXDR365

24/7 managed detection and response on

Microsoft Sentinel and Defender XDR, with
detection content for agent abuse, prompt

injection and OAuth attacks.

Al RISK ASSESSMENTS

One-Time Assessment & Controls

Consulting & Implementation

A one-time Al Risk Assessment across all
eight levels, then hands-on implementation of
the controls: Entra agent identity, Purview
DLP, Intune, Defender XDR and Sentinel.



